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EXECUTIVE SUMMARY

The five years following the first World Congress against Commercial Sexual Exploitation of Children
(CSEC) have seen remarkable advancements in initiatives taken by the private sector to undermine
CSEC. In this respect, the travel and tourism industries have taken a lead role. A number of high
profile agreements and resolutions have been made at the international level. A particularly notable
initiative was the recent adoption by the WTO General Assembly of a new Global Code of Ethics for
Tourism. Many travel-related agencies, at international, regional and national levels, have also taken
measures to help prevent CSEC, including the promulgation of codes of conduct, training programs
for employees, and campaigns for public education through projects such as messaged luggage tags.

Achievements have also been reached by media-related businesses. Journalists have participated in
meetings to draft ethical codes aimed at defining ways in which CSEC can be discussed and portrayed
in effective and non-exploitative manners. The photography and film industries have also begun
important discussions on how they can avoid contributing to CSEC. A number of private
photo-processors have created internal policies mandating reporting of any questionable materials
processed. Technological developments have been made allowing the filtering and rating of television
programs to protect children from viewing harmful content, and parallel initiatives have been taken to
protect child actors from the psychological harm of portraying CSEC. The benefits of television and
film industries for promoting public awareness have been explored, notably by the ECPATSs of the
Pacific region.

The unregulated nature and explosive growth of the Internet has provided child exploiters the luxury
of anonymity, creating different and new forms of CSEC. A number of meetings subsequent to the
first World Congress have examined, specifically, the issue of on-line exploitation. These
international gatherings have set out a number of guiding principles and suggestions as to how the
Internet can best be controlled, and have examined the responsibilities of private sector Internet
companies. Notable efforts have also been made in exploring ways to regulate the Internet, and in
reinforcing cooperation between law enforcement officials and members of the “high-tech” industry.
Technologies are being developed to filter and rate content so that individuals and Internet Service
Providers (ISPs) can prevent harmful material from entering their spheres, and research is currently
being conducted to verify the extent to which ISPs can be expected to participate in the elimination
of child pornography from the Internet. As discussion continues, the world grows closer to an
understanding of the limits of the industry and the potential for new forms of technologies to reduce
harm.

In spite of many commendable efforts made by the private sector in the past five years, there remains
a number of barriers to the full implementation of their commitments and obligations. Industries
have begun to take remedial steps to eliminate CSEC, but it remains unclear as to how adequately
information on these steps has been disseminated to ground-level workers within these industries.
Codes of conduct and “best practice” guidelines appear to be among the most comprehensive and
effective means of achieving these ends. However, because such codes are non-binding and too new
to have adequately been tested, their ultimate feasibility is, as of yet, unclear. In spite of these
continuing limitations, many businesses have taken the first and most significant measures in order to
undermine the exploitation of their work in promoting CSEC. International cooperation has
increased exponentially on the issue in the past few years, largely as a result of efforts by private sector
partners including travel and tourism, media and the new technology industries. The five years
following the first World Congress have witnessed many private sector advancements in helping to
eliminate CSEC, and, perhaps more importantly, have seen greater commitments for future change.
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1. Introduction

The private sector is involved in the commercial sexual exploitation of children (CSEC). Whether the
exploitation is the result of commission or omission on its part may be subject to debate, however, the
private sector’s connection to this fundamental violation of children’s rights is undeniable. Three
sub-sectors within the realm of private enterprise have traditionally been associated with CSEC. The
first sub-sector involves the travel and tourism industries. This category has taken the lead in the last
few years in confronting the problem and developing innovative strategies to combat the phenomena.
A second sub-sector includes the media industries. These businesses are comprised of journalists,
photographers, television and film producers, acting and modelling agencies, and advertising firms.
Although some positive initiatives have been noted, there is consensus among child advocacy groups
that not enough has been done to protect children from the harms associated with these trades. The
third sub-sector represents the new technologies. This relatively young set of industries has received
a considerable amount of attention since the first World Congress against Commercial Sexual
Exploitation in Stockholm in 1996. No doubt the Internet has assisted child advocates in getting their
positive message across in an effective and efficient manner, but it has also helped those who violate
the rights of children accomplish their abuse cloaked in complete anonymity.

This paper will outline each of the three sub-sectors of the private industry noted above, identifying
the individuals and groups involved and their efforts towards eliminating CSEC. Although the
obstacles or concerns of each initiative will be reviewed, the focus will be on “best practices” and
“lessons learned”. The emphasis on positive outcomes demonstrates the good work that can be
accomplished through acknowledgement of the problem coupled with determination to make a
difference in the lives of children.

a. Private sector defined

For the purpose of this paper, the private sector has been primarily defined as for-profit industries.
Although many of the principles outlined herein are relevant for other members of the private sector,
including civil society organizations and non-profit agencies (whose efforts are no doubt instrumental
in protecting children from CSEC), the motivations for participation differ greatly when profit
incentives are involved.

While it may be true that profit-driven corporations share an interest in and a commitment to
children’s rights, this focus is incidental rather than central to their business activities. This fact
distinguishes their work from their non-profit counterparts. Further, there is a very real risk with
for-profit businesses that children’s rights will be subordinated to profit incentives. For example, private
industries may be interested in helping youth advance their future employability; If the expense of so
doing is not recouped by the corporation then there may be temptation and pressure (i.e., by
shareholders) to abandon such practices. This paper focuses on ways in which protections are
compatible with profit making industries.

I Organized crime

There is an alternative private sector that is deeply implicated in CSEC, and which, if eliminated,
would lead to a dramatic decrease in the abuse of children. This is the world of organized crime.
According to law enforcement, sexual exploitation of women and children is one of the fastest
growing organized criminal activities around the globe, and follows in frequency only the trade in
narcotics and weapons. Organized criminal syndicates are estimated to earn billions of dollars
annually through, for example, trafficking in humans, management of brothels, and production of
pornographyllChildren are at particular risk of exploitation because these cartels are highly skilled in
manipulation and deception. Lured through false promises of jobs, children and their parents are
often tricked into, and trapped by, exploitative conditions Although the specific details of organized
crime are manifested differently in various countries or regions, it is clear that the rights of all children
are consistently being threatened by this “alternative” private sector.El
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It is very difficult to speculate as to ways in which crime groups can become participants in efforts to
undermine CSEC. Because of the illegal and illicit nature of their activities, it is not plausible to
consider lobbying such organizations to solicit socially responsible business. Furthermore, because
CSEC is often central, rather than incidental, to their core activities and the profits from such
exploitation are high, any intervention is unlikely unless it comes with real threats of punishment.
Moral or ethical appeals would not force accountability, nor would consumer pressure, as is often the
case in the “legitimate” private sector. However, other industries can become actively involved in
undermining organized crime as it pertains to CSEC. For example, security guards, hotel employees,
transportation services (i.e., aitlines, bus companies, shipping firms, etc.) can play very important roles
in identifying suspicious situations. Recognizing that efforts to directly confront organized crime
groups about their questionable activities would be done at great personal risk, these industries might
be better suited to monitor and then report their findings to authorities.

The reporting of exploitation will only be successful if there are effective responses to the tips made
by concerned corporate citizens. It is imperative that the international legal and judicial communities
endorse tighter controls, greater accountability and harsher penalties for organized criminal activity.
In light of this, a number of recent United Nations’ (UN) initiatives offer stronger protections against,
and responses to, organized crime. The adoption by the UN General Assembly of a new international
agreement enhances the focus of world governments on organized crime as it applies to the
exploitation of children, and represents important steps to mandate stronger sanctions of such
activity. 'The UN Comvention Against Transnational Organized Crimland the accompanying Protocol to
Prevent, Suppress and Punish Trafficking in Persondlare the first legally binding UN instruments concerning
such behaviours. Their adoption comes just a few months after the creation of an Optional Protocol to
the Convention on the Rights of the Child enhancing protections from CSEC.H All these measures are
designed to strengthen international frameworks to undermine organized crime, and to aid in the
protection of children from the many forms of exploitation that result from such activities.

. Businesses not directly involved in CSEC

Much of the discussion of the private sector in this paper highlights activities that should be taken by
industries that are, or may be, implicated in CSEC. However, there are many private industries that
have no apparent link to exploitation but could nevertheless play an important role in its elimination.
For example, businesses that choose to offer young people in difficult circumstances realistic
employment opportunities, with reasonable salaries and respectable working conditions will no doubt
help prevent CSEC. Moreover, many industries can take active preventative measures such as
coordinating institute job training programs for young people, particularly for those at risk of CSEC.
Furthermore, as indicated in a recent report by the Special Rapporteur on the sale of children, child
prostitution and child pornography, organizations could provide mentoring programs or ensure
funding and scholarship opportunities for the education of young peoplel] Other measures that could
easily be taken by the private sector are programs for employees about CSEC, actively condemning
the exploitation of children. Zero-tolerance policies could be created and enforced by the high-tech
industry regarding, for example, on-line exploitation or possession of electronic child pornography.
It has been repeatedly noted that consumers are interested in corporate accountability and in the
protection of children’s rights. Therefore, active protection and promotion of such rights may be
represented as a means to enhance business.fl For example, the Special Rapporteur identified awareness
raising regarding the possible monetary benefits of social responsibility within the corporate sector to
be a successful initiative in promoting corporate accountabilityl] There is also great potential for
preventative work and for the establishment of “exiting” strategies to be implemented by the private
sector. This potential is becoming increasingly realized internationally.

The inter-governmental community can provide examples of programs that can be replicated within
the private sector. UNICEF and UNAIDS have both developed important projects whereby children
at risk are offered opportunities for training and subsequent employment. A number of employers
such as hotels, health care facilities and fashion houses have participated in such initiatives. These
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have been designed as preventative measures to enhance skills and optimism for opportunities outside
the “sex industry” and as rehabilitative measures to build confidence and employability after a child
has exited the “sex industry”.One such Canadian initiative involved the construction of a restaurant
as a training facility for individuals who were hoping to start a new life.2]

Organizations that employ or recruit adults to work with children could commit to actively screen
workers to ensure that there has been no history or incident of inappropriate conduct. Experts have
developed mechanisms for identifying or profiling s, and for recognizing signs of possible abuse.
Screening programs are particularly important for businesses such as summer camps, boarding
schools and daycare facilities 3] There are plethora’s of other ways in which private sector industries
that are in no way directly implicated in CSEC can still assist in its elimination.

A final group of businesses that may or may not be directly involved in CSEC activities are those
associated with the “adult sex industry”. In this context, these actors are even more controversial than
organized crime syndicates as many child advocates suggest that the very nature of the adult sex
industry places youth at risk. Little has been written on the links between this industry and CSEC.
Businesses that may have such a connection include publishers and producers of adult pornography,
escort agencies, prostitution unions (where they are legal) and Internet sites containing graphic stories
or images of adults engaged in sexual conduct. Although research is lacking, a recent case in the
United States suggests there may indeed be a correlation. In 1999 a couple from Texas was arrested
for distribution of child pornography over the Internet. The husband and wife admitted that they had
hosted a portal for adult pornography Websites but denied allegations of providing access to child
pornography. In fact, they claimed to have tipped off the FBI when they had come across such
material on the Web. The couple claimed it was impossible for them to know for certain if all the
models used on other peoples’ sites were of legal age. The judge found the couple guilty and
sentenced the man to 1,335 years in prison and his wife to 14 years. The case is now on appeal.

b. International norms and the private sector

There have been a number of recent developments at international law that undertake to strengthen
linkages between corporate responsibility and the protection of children’s rights. Much of the basis
for this framework is found in the Uwnzversal Declaration of Human Rights (UDHR). Notably, the
preamble of this declaration states “every individual and every organ of society, keeping this
Declaration constantly in mind, shall strive by teaching and education to promote respect for these
rights”.

The wide reaching ambit of responsibility outlined in the UDHR encompasses individual and
corporate bodies as well as States, thus suggesting that private sector industries are seized with the
obligation of such protection. Furthermore, article 30 indicates, “Nothing in this Declaration may be
interpreted as implying for any State, group or person any right to engage in any activity or to perform
any act aimed at the destruction of any of the rights and freedoms set forth herein”. Enumerated
rights specifically include non-exploitation and access to education. Although this document is
non-binding, its provisions are implemented in the Infernational Covenant on Economic, Social and Cultural
Rights\€land the International Covenant on Civil and Political Rights. ]

The Convention on the Rights of the Child (CRC) offers the most comprehensive, and the most widely
accepted, protections for children’s rights. Articles 31 through 37 outline rights to education, leisure
and development, and establish prohibitions upon various forms of abuse, including economic and
sexual exploitadon. Another significant development has been the adoption of the Op#ional Protocol
to the Convention on the Rights of the Child on the sale of children, child prostitution and child parnogmp@/. There
have also been a number of binding obligations promulgated by the International Labour
Organization (ILO) which establish standards for employment conditions, including such issues
relevant to children as minimum age@and protections against the worst forms of child labour B

A number of non-binding multilateral declarations have also been developed to place checks upon the
work of private sector industries, in particular those that are multinational in origin. Many of these
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declarations include in their scope States, employers as well as employees. Perhaps most importantly,
they recognize not only the need for private industries to respect rights, but that their position in
society places a strong obligation to promote and enhance respect for human rights. An example of
this is seen in the ILO Tripartite Declaration of Principles concerning Multinational Enterprises and Social Policy 2]
Protections and obligations are also found in the Organization for Economic Cooperation and Development
(OECD) Guidelines for Multinational Enterprises Bl The introduction of the OECD guidelines notes:

[tjhrough international direct investment, such enterprises can bring substantial benefits to
home and host countries by contributing to the efficient utilisation of capital, technology and
human resources between countries and can thus fulfill an important role in the promotion of
economic and social welfare. But the advances made by multinational enterprises in organizing
their operations beyond the national framework may lead to abuse of concentrations of
economic power and to conflicts with national policy objectives.

Further directives, such as the OECD Principles of Corporate Governance, require businesses to recognize
the greater context in which they operate and thus contribute to the greater benefit of society.B4

The UN has recently undertaken an important new initiative, the “Global Compact”, which requests
that businesses show good “global citizenship” in the nations in which they operate. The human
rights section of the source document explains that businesses should support and respect the
protection of internationally proclaimed human rights within their sphere of influence and ensure they
are not complicit in human rights abuses.B2]

Although the UN compact is voluntary, it turns the attention of such industries to human rights and
represents an important development in ensuring both respect for, and promotion of, such rights.
This dual objective has also been noted in other UN fora. A recent progress report by the UN High
Commissioner for Human Rights (UNHCHR) listed a series of reasons why respect for human rights
is important for the private industry B8 Points noted include, inzer alia: Compliance with both local and
international laws; satisfying consumer concerns; promoting the rule of law; building community
goodwill; keeping markets open; and increasing worker productivity and retention. Several
accountability mechanisms have also been identified by the UN including Global Stakeholder
Initiatives, which are designed to encompass industries such as rug-making and Case-Specific
Stakeholder Initiatives, which are created to deal with individual cases of unacceptable practices, such
as resource-exploitation in an identified region.BZ]

Other international programs may, in fact, be hindering global attempts to alleviate the foundations
underlying CSEC, specifically in the poorest countries of the world. A threat to poverty eradication
and therefore the complete elimination of CSEC may be found in Structural Adjustment Programs
(SAPs). Under schemes designed by the International Monetary Fund and the World Bank, several
countries in the Southern hemisphere (i.e., Asia, Latin America, Africa) have become burdened by
insurmountable debt, and have lost autonomy due to the resulting power imbalance. Liberalized trade
and an emphasis on privatization have led to drastic cutbacks in government social expenditures,
currency devaluation and loss of employment. The aims of “integrating” developing countries into the
“world trading order” has led to an ever-increasing chasm between wealth and poverty, particularly
because Southern countries are forced to adjust to the standards of the North B8] There has been little
focus on long-term sustainability and poverty reduction. Governments are pressured to respond to
creditors prior to the social conditions of their citizens. Organized criminal groups have thrived under
such conditions. As poverty and inequality have repeatedly been cited as the leading cause of CSEC,
SAPs may be an obstacle towards eliminating this form of human rights violation.

A number of independent reviews have found that SAPs have exacerbated international inequalities.
All of these factors have particularly impacted women and children. Labour migration has disrupted
families, loss of employment has increasingly forced women and children to work in informal sectors
with highly exploitative conditions. The increasing inaccessibility of necessities such as electricity and
food has required them to expand their workload through gathering wood and food 2] Furthermore,
forced privatization has resulted in economically strategic export and promotion of tourism,
benefiting largely at the expense of children. The results of SAPs have made conditions ripe for
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hyper-exploitative practices such as CSEC.E

Without a serious rethinking of SAPs, it will be difficult to reverse the current trends that have led to
a drastically increased feminization of poverty.El The UN Commission on Human Rights has
identified the need for a reconsideration of SAPs. In establishing the Open-Ended Working Group
on SAPs and Economic, Social and Cultural Rights, a strong commitment has been made to address
the need for debt relief and social investment.B2] It has been asserted that debt relief and
implementation of the ILO Convention on the Worst Forms of Child Labour and the CRC must be
considered to be an “essential component of poverty eradication”. Only when such commitments are
formalized and internationally implemented will efforts to permanently eliminate CSEC be met with
success.

As the above points illustrate, there have been a number of developments in international law
considering the role played by private industry in the protection of children’s rights. Although a
number of the resulting documents are not binding, they do offer important guidelines of the possible
role to be played by private sector in both protecting and promoting such rights. Clearly, CSEC falls
within the ambit of all of these documents, and any involvement of children in the making or viewing
of harmful material is prohibited by international law or by international policy guidelines. (For more
information on the impact of international law in eliminating CSEC please see the theme paper
drafted by Dr. Geraldine Van Bueren.)

2. Travel and Tourism Sub-Sector

Within the private sector the travel and tourism sub-sector has cleatly taken the lead towards
eliminating CSEC. At the first World Congress the travel and tourism industries were well
represented and their delegates introduced several high profile agreements and resolutions. In the five
years since, many new initiatives have been further developed. Despite this trend there is still concern
among child advocacy groups and law enforcement agencies that not enough is being done by this
group to monitor and report instances of child abuse.

a. The trade

The term “travel and tourism” has been widely used in discussions surrounding CSEC, yet no one
definition outlines the entire scope of the trade. The sub-sector decisively includes travel agents, tour
operators, airlines and hotels, but it may also involve travel wholesalers, excursion companies, bars
and nightclubs, restaurants, bus companies, train carriers, local security officers, etc. While some of
the industries are easier to identify than others, and therefore easier to control using traditional legal
models, all individuals within the sub-sector have at minimum a moral obligation to protect children
from possible harm caused by their services. As one research study explains, “the scope of the
tourism industry does not limit itself to the participants in a business transaction....[it] affects a broad
range of the population, socially and culturally. A myriad of issues and problems in the tourism
industry can be tied to ethics or lack thereof’ ’.ﬁ

It must be remembered that the travel and tourism sub-sector is merely a large group of employees.
One study suggests that one of every 16 workers worldwide is employed in the feeding, lodging,
entertaining or transporting of guests.B4l As such, the individuals more than the businesses must play
a role in helping eliminate the exploitation of children. Any response or measure developed by an
organization or association is only effective if the people who work within the structure know about
the programs and believe in their objectives. Often the travel and tourism industries take advantage
of an uneducated work force by paying low wages and offering no benefits. Further, the seasonal
aspect of tourism often results in lay-offs for many employees in a cyclical manner. The problem is
compounded by the fact that locals often hold lower level jobs while management jobs are reserved
for outsiders. These factors can result in low job satisfaction by the employees and frustration with
“management”. In this case, the sub-sector must recognize that supporting the rights of their work
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force may actually contribute to the protection of the rights of children with whom their employees
come into contact.

b. Cross-border initiatives

The World Tourism Organization (WTO) is the only intergovernmental organization that serves as a
global forum for tourism policy and issues. Its members include 138 countries and territories, as well
as more than 350 affiliate members from the public and private sectors. WT'O’s mission is to promote
and develop tourism as a significant means of fostering international peace and understanding,
economic development and international trade. In October 1999, the WTO General Assembly
adopted a new Global Code of Ethics for Tourism. Article 2, paragraph 3 of the documents outlines:

The exploitation of human beings in any form, particularly sexual, especially when applied to
children, conflicts with the fundamental aims of tourism and is the negation of tourism, as
such....it should be energetically combated....and penalised without concession by the
national legislation of both the countries visited and the countries of the perpetrators.E]

Governments representing the countries that support the new Global Code of Ethics have agreed to pass
stricter laws and controls over the private sector to ensure that children within their borders are
protected from harm that can occur as a result of abetting or ignoring violations. Private members
of the WTO who back the initiative have agreed to meet the demands of the code imposed on them
and their particular industries.

In cooperation with ECPAT, and inter-governmental organizations such as UNICEF, Interpol,
UNESCO and the ILO, the WTO has also launched Child Prostitution and Toutrism Watch. The
aims of the Watch program are to prevent, uncover, isolate and eradicate the exploitation of children
in sex tourism. Thus far, the program has designed and implemented a logo campaign for use by
businesses to demonstrate their commitment to eliminate CSEC. A Watch Website has also been
mounted on-line.

<

Many international private sector “umbrella organizations” have developed charters and passed
motions to control or regulate their members. The Universal Federation of Travel Agents’
Associations (UFTAA) has developed a Child and Travel Agents’ Charter. A unique feature of this
document is the follow-up mechanism that requires its members to assist organizations that restore
the dignity, physical and mental health of the victims of CSEC.kd] Similarly, the International
Federation of Tour Operators (IFTO) has developed a Code of Operation Against the Sexnal Exploitation
of Children] The Federation of International Youth Travel Organisations (FTYTO) has passed a
resolution to combat Child Sex TourismP8las has the International Federation of Women’s Travel
Organizations (IFWTO).E]

Travel agents and tour operators are not the only industries to hold meetings and pass motions related
to CSEC. Immediately prior to the first World Congress, the International Union of Food,
Agriculture, Hotel, Restaurant, Catering, Tobacco and Allied Workers’ Associations
(IUF/UITA/IUL) adopted a Resolution on Prostitution Tourismf%and following the Stockholm
meeting the International Air Transportation Association (IATA) drafted a final Resolution
Condemning Commercial Sexual Exploitation of Children.H] The International Hotel and Restaurant
Association (IH&RA) adopted a resolution, as well, in which it “recommends that all
members....consider measures to prevent the use of their premises for the commercial sexual
exploitation of children” and “prevent ease of access to child prostitution or child pornography”.

Although all charters and resolutions should be considered positive steps in the effort to combat
CSEC they are mostly voluntary in nature. If a member chooses to ignore the resolution at worst it
will be disassociated. The language is often drafted after intense negotiations with multiple partners,
including both trade unions and management. As a result, many of the words chosen are not as
forceful as they could be. For example, terms such as “encouraged” and “recommended” permeate
the literature distributed by these international networks, rather than phrases such as “must” or
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“required”. Further, these charters and resolutions can only target very precise forms of CSEC, such
as those perpetrated by members of large organizations or networks. Finally, it is important to note
that these documents are very difficult to monitor. This is discussed in greater detail below.

c. Regional and national programs

The international community has accomplished a great deal in educating regional and national groups
about the issue of CSEC and offering them guidance as to how they can contribute to the fight. In
turn, there have been many projects undertaken at the local level that have met with positive results.

A series of successful initiatives have been generated by European organizations. The Group of
National Travel Agents and Tour Operators Association within the European Union (ECTAA)
passed a Declaration Against Child Sex Tourism in which groups committed themselves to excluding
“without delay” any member proven to be engaged in sex tourism Bl In 1997 the Confederation of the
National Associations of Hotels, Restaurants, Cafés and Similar Establishments (Hotrec), based in
Brussels, voted positively on a Declaration against the Sexual Exploitation of Childrenf#] The Hotrec
declaration is unusual as it states “regret” for the use of the term “child sex tourism™: “[The
expression| is highly damaging to the image of the tourism industry. Such crimes occur because of
child sex abusers and, unfortunately, they occur in all sorts of circumstances which are not related to
tourism activities” [z

National governments have also been instrumental in assisting or mandating private enterprises in the
tourism industry to address the issue of CSEC. In 1999, the European Parliament, the Council, the
Economic and Social Committee and the Committee of the Regions issued a Communication on the
Implementation of Measures to Combat Child Sex Tourism. Apart from the practical interest of
identifying concrete elements in response to the problem of CSEC, the main purpose of the
Communication is to “provide a reference framework for Community action on combating child sex
tourism” Bl The Communication outlines many successful partnerships between European private
companies and the non-profit sector, including a video campaign by Terre des Hommes and
Lufthansa, and a Groupe Développement/ECPAT luggage tag initiative with European tour
operators. The Department for International Development and the Foreign and Commonwealth
Office of Britain have also undertaken several joint initiatives with local travel agents and travel

training companies, as well as recommending the introduction of a tourism industry code of
conduct 7]

The European Commission has conducted several important studies on regional measures taken to
combat child sex tourism. In a report titled “Communication from the Commission to the European
Parliament, the Council, the Economic and Social Committee of the Region on the Implementation
of Measures to Combat Child Sex Tourism”, the Commission provides the results of a survey it
conducted on Europeans’ views on the phenomena of sex tourism. The report provides many
statistical outcomes from the research it had undertaken, including the fact that 63% of Europeans
think the problem is “widespread”. The report concludes that, “there is one obvious consequence [to
these results], the need to step up efforts to find tangible responses to the concerns clearly expressed
by European citizens regarding the perversion of tourism which child sex tourism represents”.
Organizations working in the EU have found this “Eurobarometer on child sex tourism” to be useful
as a reference tool in various situations, such as negotiating with tour operators and other
representatives of the travel and tourism industry for tighter regulation of their businesses.

Several countries have independently adopted national codes or programs for their travel and tourism
industries, often sparked by the work of local ECPAT chapters. The most comprehensive code of
conduct for tour operators was developed in 1998 by ECPAT Sweden. ECPAT Sweden had
requested input from a number of organizations that would be affected by such a code. These
included UFTAA, ECTAA, WTO, ECPAT national groups and Scandinavian tour operators.
Following a collaborative process in finalizing the document, a number of “compliance contracts”
were then signed with the travel industry. Such contracts represent 95 percent of the Swedish travel
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market, and 75 percent of the Nordic market. In November 1999, Germany and Austria joined the
coalition. In January 2001, Italy, the Netherlands and the United Kingdom also agreed to participate.
Funding is provided by countries’ respective governments and from the European Commission, and
there is strong support for the view that financing should come from the tour operators, as well.

The Swedish document contains an in-depth review of the issues and connects the code with other
instruments such as the CRC. Further, the document provides detailed descriptions of the code’s six
criteria: Establishment of an ethical policy regarding child sex tourism; training of personnel in the
country of origin and the travel destination; clause in contracts with suppliers that provides a common
repudiation of child sex; provision of information to travellers by means of catalogues, brochures,
in-flight films, ticket slips, home pages, etc.; information to local key persons; and annual reporting on
the implementation of the Code. The document also provides for monitoring mechanisms to be
implemented and conducted by independent bodies. This is a particularly important element outlining
an accountability process that ensures there are strong incentives to adhere to the code. Initial
implementation has been conducted in Thailand, Sri Lanka, India, Brazil, the Dominican Republic and
Cuba, with ECPAT acting as the interim monitoring body. Meanwhile, an international steering
committee on the Code of Conduct has been established to review the possibilities of global
monitoring. The committee’s constellation includes representatives from the WTO, IH&RA,
Tourism Authority of Thailand, ECPAT and the tour operator industry. The tour operators who have
adopted the Code of Conduct have agreed to produce an annual report on its implementation and to

allow the report to be commented upon by steering committee members. An International Secretariat
has now been established and is hosted by the WTO in Madrid, Spain.

Last year, a monitoring expert was commissioned by ECPAT Sweden. He produced a series of
reports on the success of the code’s implementation, and presented his final review at an international
meeting on the code of conduct. At this gathering, there was wide representation of participants,
including monitors, travel agents, tour operators and European ECPAT groups. Notably, his analysis
reflects the fact that important training sessions have been conducted regarding CSEC, and tourism
operators and destination managers were found to be quite knowledgeable about child sex tourism 7]
This process has been highly influential, and a number of other countries have expressed interest in
joining the coalition.Pl] Furthermore, Scandinavian tour operators announced in March 2001 that they
shall continue the implementation of the code of conduct in Gambia, Vietnam, Bulgaria, Bali and
Kenya 2|

The industry code of conduct as promulgated by ECPAT Sweden has clearly brought many successes
in helping to undermine CSEC. This format might not, however, prove to be effective in all regions.
ECPAT Australia, for example, has noted that such codes of conduct would have a limited effect
because child sex tourism involving Australians tends to occur outside the work of the mainstream
tourism industry. However, a number of innovative efforts have been taken in the Pacific region,
including the inclusion of a prohibitive clause in the Australian Federation of Travel Agents’ code of
ethics. Furthermore, the issue is covered by the national tourism curriculum, so that students are
made aware of the issue. A new program, “Travel with Care”, was launched whereby educational
materials designed to combat child sex tourism are distributed by every travel industry. An additional
innovative program is “Child Wise Tourism” working in travel destznations, helping to build capacities
to prevent child sex tourism.BIECPAT Australia developed a training module and training materials
for travel and tourism students, educators and tour leaders. In so doing, they worked closely with the
Australian tour operator Intrepid. ILocal ECPAT chapters have developed other such initiatives.
ECPAT Austria teamed with the Third World Tourism European Network (TEN) to help establish
Respect. Respect promotes sustainability in tourism and educates the Austrian population on the
negative impacts of travel. Working closely with local tour operators and hotels, ECPAT Italia has
also passed a code of conduct for the Italian Tourism Industry B

As noted above with the cross-border initiatives, codes of conduct without monitoring mechanisms
have many limitations. They are voluntary in nature and are often self-serving. However, the
existence of codes of conduct can enhance pressures upon local governments to acknowledge abuses,
and bolster domestic legislation. This pressure could, too, extend beyond national borders,
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strengthening mechanisms for enforcement of protections on an international scalefd The more
optimistic supporters of codes of conduct have even suggested that, for the reasons provided above,
the private sector could surpass governments in protecting fundamental rights,and that such
benchmarking could lead to a “race to the top” whereby private sector businesses begin competing
with one another to have the “best” record for protecting their local childrenB8l (For information on
other NGO initiatives towards combating CSEC please see the theme paper by Dr. Jane Warburton.)

d. New report from Groupe Développement

A comprehensive report has just recently been completed and provides an overview of the state of the
global campaign against child sex tourism. ECPAT International commissioned the report called “A
Child Sex Tourism and Action Plan” in response to concerns that activities on the issue following the
first World Congress have been inadequate. Worldwide surveys were conducted on child sex tourism,
with the objective of using this information to develop a strategy to further promote its elimination.
Analytical studies were conducted both on the outputs of the tourism industries, identifying “best
practice models”, and on the implementation of non-government initiatives.

A number of needs are articulated in the report, including: Development of a methodology to quantify
the volume of child sex tourists; design of a methodology to monitor child sex tourism arrests and
convictions; design and circulation of best practices; creation of a support or assistance program for
partners in Asia, Latin America and the Caribbean working to end sex tourism in their regions; and
design of an information and training program in cooperation with the North American tourism
industry. The report identifies sectors involved in child sex tourism and highlights some of the work
that remains to be tackled. The report notes that children are procured for sex through various means.
Implicated industries and individuals include the Internet, hotel staff, taxi drivers, transport terminals,
families, panderers, brothels and escort agencies, and sidewalk agents. It is further noted that CSEC
takes place in many locales, including hotels, guest houses, holiday flats, parents’ homes, brothels and
public places; Hotels however are the prime scene of CSEC, accounting for 93.3% of incidences. The
report states that there is a division between formal and informal sectors in this area, and that further

research is needed to distinguish between the two and identify the unique areas of each needing to be
addressed P

The report draws together a number of important observations. Following the worldwide study, the
authors were able to enumerate a number of effective actions against CSEC. In identifying strengths
and shortcomings of these various initiatives, and recognizing gaps where no CSEC projects have
been undertaken, the report identifies further areas to promote protections. The report concludes
that, while a great deal of important work has been done, there is much remaining, particularly in the
areas of education and training. Guidelines are proposed to enhance awareness, and the creation of
an international database is recommended. Furthermore, it is concluded that a Tourism Desk be
established within the ECPAT movement to “launch and coordinate new actions as well as to
motivate national groups”. The report also recommends that organizations working against CSEC
advance their understandings of, and participation in, technological developments.

3. The Media Sub-Sector

The media may convey stories about CSEC in compassionate and ethical ways, increasing public
understanding and involvement. Alternatively, the media can perpetuate exploitation through the
inappropriate portrayal of children. Several media industries have been criticized for
sensationalizing child abuse. The Council of Europe has expressed concern that the media can
“infiltrate the public with liberal and tolerant attitudes towards child pornography and prostitution” F2]
The American Academy of Paediatrics recently released a report arguing that the media plays a highly
influential role in providing youth with distorted impressions of sex and sexuality, rendering them
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more vulnerable to exploitation. The UNHCHR has recognized that, “media are the most powerful
tool of mass communication nationally and internationally, and their potential to protect children
from sexual abuse and exploitation should be explored thoroughly”.

a. The industries

At the first World Congress the media’s responsibilities for the protection of children from
commercial sexual exploitation was widely discussed. There are many media-related industries in the
private sector that have the potential to undermine CSEC and, as is often asserted, carry an ethical if
not legal obligation to do so. In this context, the media industries are defined as the modes of
communication that have an impact on private or public perceptions of the world. The International
Federation of Journalists, in a comprehensive background paper prepared for the first World
Congtess, recognized the fact that the media controls and manipulates representations of reality: “The
media industry is either a commercial undertaking which exists to produce profit....or it may be subject
to political and state controls” El

The industries that play a prominent role in shaping perceptions pertaining to CSEC -- including
journalism, photography, television, acting, modelling, and advertising -- are reviewed below. There
is a great deal of overlap among these categories, particularly vis-a-vis public awareness initiatives. A
number of joint programs have been developed and/or implemented since the first World Congtess.
Although many problem areas still remain, some relevant successes have occurred reinforcing the
capacity of media industries to play leading roles in private sector projects aimed at eliminating CSEC.
New technologies may also be defined as media; however, the rapid growth and evolution of the
Internet and Web industries warrants an in-depth analysis in their own right and is therefore studied
in another section of this paper.

b. Journalism

A reporting style that is insensitive to the complexities of CSEC can distort relevant issues,
sensationalizing exploitation and undermining protective programs. One report on the subject
asserted that, “the way the media portray children has a profound impact on society’s attitude to
children and childhood, which also affects the way adults behave. Even the images children
themselves see, especially of sex and violence, influence their expectation of their role in life” bdl
Journalism offers a forum for advertising CSEC. For example, many youth are confronted with “sex
work” through print commercials and classified advertisements for escorts or modelling agencies
recruiting “innocent” or “barely legal” teens. Newspapers and other print media must acknowledge
this fact and undertake immediate initiatives to prevent their use towards the facilitation of CSEC. The
industry itself has recognized that protective initiatives, such as codes of ethics, are not widely known
by journalists, and at the Journalism 2000: Child Rights and the Media conference, held in 1998,
journalists in many parts of the world admitted to effectively ignoring the problem of child
exploitation. ]

The UN Human Rights Committee has acknowledged that “the press and other media have essential
functions in promoting and protecting the fundamental rights of the child and in helping to make
reality of the principles and standards of the CRC”.E8] Although the role played by journalists towards
the elimination of CSEC may currently be inadequate, a number of positive steps have been taken
since the first World Congress. The European Parliament, in implementing the European Strategy for
Children, has committed to increase “public awareness of the social, environmental and technological
challenges for children in their everyday lives” B2l The International Federation of Journalists, as
follow-up to the first World Congress, organized a meeting together with Press Wise, entitled Tourism
and Child Abuse: The Challenges to Media and Industry. At that gathering, media acknowledged that
they could be much more visible in improving protections for CSEC. One of the plenaries’ concluding
observations was that, “media must....report fairly, honestly and accurately on the experience of
childhood” [JCommitments have recently been made to develop guidelines for reporting on CSEC,
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and enhance cooperation at all levels regarding programs designed to protect children.
Recommendations include increased training, heightened professionalism, codes of conduct and
broadening the debate of relevant issues.[1

Finally, it is important to recognize the potential role media industries can play in promoting youth
empowerment. Confidence and identity-building activities are fundamental in atoning youth to their
potential and helping prevent their exploitation. Modern media culture has had an increasing
influence on youth with regards to sexuality — in many cases, overshadowing traditional sources of
such education. New programmes are being designed to approach such education in ways compatible
with traditional worldviews. Journalists can promote sex education serving to address some important
reproductive health issues, such as HIV/AIDS and pregnancy. Such campaigns have been manifested
in comic books, magazines aimed at youth and in other popular culture media. 21 Furthermore, it is
widely recognized that ignorance of sex and sexuality can be very dangerous to youth as myths
regarding contraception and sexuality lead youth to be highly vulnerable to CSEC.B] For example, an
innovative program in Nigeria bases its campaigns on the premise that, “only teenagers who know and
value themselves, who are aware of options and who are skilled have the capacity to practise safer and
responsible sex” 2] There is increasing international consensus that mass media outlets, such as
journalistic reporting, is uniquely situated to promote education and empowerment to help counteract
CSEC because of its wide youth appeal 3]

c. Photography

Photography continues to play a prominent role in the child sex industry, and there are ways in which
the private sector can help to alleviate the associated problems. The most widely acknowledged
connection between photography and CSEC is in the modelling industry. The UN High
Commissioner for Human Rights has acknowledged: “The use of teenage girls, some as young as 13,
modelling adult fashions may create the impression that thin pre-pubescent bodies are the most
sexually desirable” STt has been further recognized that, “photographs of children in their underwear
for mail order catalogues are an easily accessible source of material for paedophiles, and are commonly
used as such” A further concern about photography is at the individual level with the processing of
films from private citizens. Although the Internet has largely displaced the use of commercial photo
processing in the development of pictures evidencing CSEC, there is still a concern that current levels
of interventions at this stage may be inadequate.

Protection of children from harm in this industry is often undermined by protections for the privacy
of the abuser. Such concerns have very recently been exemplified by a case in the United States where
an employee at a photo-developing shop was fired for violating the store’s customer confidentiality
policy in reporting photos depicting child abuse.l8] Private photography industries are avenues
through which children are exploited, but they are well positioned to bring about positive change.

Photo processing shops can assist in intervention, where films containing evidence of CSEC are
submitted for development. There have been some cases successfully brought to trial as a result of
reporting by photo processors. Furthermore, a number of photo processing shops have promulgated
mandatory measures for reporting of any questionable photographic images developed in the shop.
For example, a large photo processing company in Canada has a policy requiring police reporting
where employees find questionable material in clients’ films.[2] Although the case of the fired
employee noted above may prove to be a disincentive for workers to report, the initial steps have been
taken towards greater activism at the level of photo processing in the elimination of CSEC.

Recently there has been enhanced dialogue on the role that various photography industries could play
to better protect children. Members of the British Association of Photographers have discussed
useful guidelines for professional photography of children, including ways in which children may be
photographically portrayed, protection of children while at the shoot, and education for parents
regarding legitimacy of agenciesBY Cases from North America and Europe have helped define the
legal parameters of appropriate photography of children.Bl However, there are many more protective
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measures that could be taken. Just as other professionals who work with youth are subjected to
background checks to ensure whether they have been implicated in exploitation, similar schemes
could be devised for photographers. International databases of known abusers in the field could be
developed to allow for police screening of those involved in photography.

d. Television / Film

There have been several concerns noted about the portrayal of children on television and film. First,
there is the alarm related to the manner is which the sexual exploitation of children is represented on
tape. Second, there is worry as to the impact that representing inappropriate images has on the child
actors. A number of recent television shows and films have been widely criticized for failing to
approach the issues underlying CSEC with adequate sensitivity. The UN has expressed concern that
such representations, “[pose] the risk that audiences will become desensitised to the real horrors of

pacdophilia and child sex”.E2]

As the weaknesses of television and film industries have been widely acknowledged, measures have
been put into place to better protect children and to promote the elimination of CSEC. Programs and
guidelines are being developed to assist child actors in coping with sensitive material, and a number
of initiatives have been undertaken to guide directors in portraying the subject appropriately.
Developments have been made in allowing the filtering and rating of television programs, as well, to
protect children from viewing harmful material. In 1997, the BEuropean Parliament proposed
requirements for broadcasters to implement complex screening systems. While this move was
eventually deemed “premature”, measures were taken to investigate other possible methods for
protection. As an intermediary compromise, warnings now precede any potentially damaging
programs.

The television and film industry has been noted for its capacity to increase public awareness of CSEC.
In 1999, ECPAT Australia, as part of a public awareness campaign, launched a number of television
commercials portraying stories of children harmed by CSEC. B1The organization has recruited
filmmakers as useful resources for their campaignB4 In 1999, Air France began a video campaign,
informing passengers about strict laws in France and abroad that punish those who exploit children.F3]
Many similar initiatives, and an exploration of other ways in which television and film can promote the
elimination of CSEC, are currently under investigation.

e. Acting / Modelling

During the first World Congress concerns were voiced about the harm to children caused by acting
and modelling realities. The UN recently reported on the impacts of child actors portraying scenes
of sexual abuse, as well as the potential for such scenes to provide material to paedophiles.B] Further
attention has been placed on the representation of children, or child-like adults, as sexual objects in the
modelling industry. As with television and film, the harm to children is threefold: The potential for
damage involves the children used in production of the material; children as viewers of the material;
and use of the material by paedophiles. A recent Australian case exemplified the danger to child actors
when a sex offender began stalking a child whom he had seen in a television commercial. Bl Tt has been
argued that acting and modelling agencies must be more sensitive to the implications of using and
representing children in their productions.

There are many ways in which the industry can better protect children from the harm of CSEC while
promoting public awareness of underlying issues. The Entertainment Industry Coalition has drafted
a Code of Ethical Conduct for parents choosing talent or modelling agencies. Included in these guidelines
are details about roles and responsibilities about agents. A chapter is dedicated for work with children,
covering such issues as maximum permitted working hours, requirements to protect children from
psychological trauma and mandating the engagement of therapists where there is a risk of damage.
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f. Advertising

Concerns have been addressed about trends in the fashion industry portraying children in provocative
poses. Many of the harms associated with the advertising industry are discussed above in reference to
acting, television, modelling and film. There are, however, some notable challenges specific to the
advertising industry. The portrayal of children in exploitative manners in conjunction with popular
market products creates an additional layer of potential harm. Public attention was recently focussed
on the issue with advertisements of Calvin Klein underwear featuring children in sexually suggestive
positions. A similar jeans campaign involving teenage models was pulled in 1995 following public
pressure B It is imperative that companies and advertisers are mindful of potential harm in marketing
their products through inappropriate advertising.

There have, however, been a number of positive developments using advertising as a way to
undermine CSEC. A particularly groundbreaking innovation has been the collaboration between
ECPAT New Zealand and Saatchie & Saatchie, a major advertising agency with offices around the
wortld. Two advertisements are aired on New Zealand television, educating the public about CSEC.
They contain the ECPAT logo, and provide a telephone number for raising funds to combat
exploitation. It is hoped that the other Saatchie & Saatchie offices around the world will follow the
lead and provide similar services to ECPAT chapters and affiliates elsewhere. Many advertising
companies recognize the value of preventing CSEC, and will offer advertising services free of
charge. However, few firms have actually developed independent programs or projects nor have
they approached non-profit organizations in their communities to offer their support.

4, New Technologies Sub-Sector

In the past decade the Internet has enjoyed an explosion of development, expanding faster than any
regulatory scheme can be developed. As a result, its rule-free nature has offered child sex offenders
the luxury of anonymity. Instantaneous transmission of information and images lessens the risk of
intervention by law-enforcement officials and eliminates trans-border customs investigations. The
Internet has done more, however, than just make existing methods of child abuse more convenient
and risk-free. It has offered new and increasingly harmful methods for the violation of children.
There are many ways in which the Internet is used for such exploitative purposesf2l The more
commonly known uses are through the publication of pornographic images involving young people.
In this manner it is widely recognized that children are doubly harmed. Children are abused in the
production of the images (a.k.a. children “behind the screens”) and through visual assault when
witnessing abuse on their computer monitors (a.k.a. children “in front of the screens”)E3]

Other forms of electronic child abuse may be less obvious. A practice often used by sex abusers is the
publication of photos on the Web, to be viewed by millions.P4] The threat of publication of these
photos alone is frequently a form of blackmail used by pedophiles.P2IThe Internet has also facilitated
the establishment of networks among abusers. It has allowed child sex offenders the opportunity to
establish contact with children, under other auspices, to make arrangements to meet.td Like other
forms of child pornography, the Internet generated material has allowed greater means for the
“normalization” of sexual contact between adults and childrenfTloften used in the grooming process
of pedophiles’ victims. (For more information on methods used by child sex offenders please see the
theme paper by Professor Julia O’Connell Davidson.)

There has been a great increase in the number of Internet users, and many technological advances
have been made in the five years following the first World Congtress, expanding the ambit of harm to
children. A recent study indicates that, “only one quarter of children’s Web sites post privacy policies
and only 6 percent ask children to get their parents’ permission before sending in personal
information.”% In spite of these continuing weaknesses, several positive developments have taken
place in industry efforts to enhance protections from CSEC.
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a. Global responses

A number of meetings subsequent to the first World Congress have examined, specifically, the issue
of on-line exploitation. In January 1999, UNESCO sponsored the Expert Meeting on the Sexual
Abuse of Children, Child Pornography and Pedophilia on the Internet, in Paris.2] This conference
was designed to bring together experts in all relevant fields — children’s rights advocates, government
representatives, law enforcement agencies, Internet specialists -- in order to establish an international
framework which could more effectively prevent the use of the Internet in the commission of
offences against children, without limiting the free-flow of information and the growth of new
technologies. These issues were examined again at a conference held in Vienna, Austria on
Combating Child Pornography on the Internet 0 The event represented an attempt to reinforce
cooperation between law enforcement officials and members of the Internet industry. These
international gatherings have set out a number of guiding principles and suggestions as to how the
Internet can best be controlled, and have examined the responsibilities of private sector Internet
companies. Some of the commonly proposed solutions are outlined below, along with the advantages
and disadvantages of each.

b. Filtering and rating systems

Technologies are being developed that filter and rate content so that individuals and Internet Service
Providers (ISPs) can prevent harmful material from entering their spheres. These systems are most
useful in regulating legal but undesirable material. David Kerr, the Chief Executive of the Internet
Watch Foundation in the United Kingdom, has suggested that, “most governments and much of the
industry have accepted that this approach is the best hope for maintaining free speech on the Internet,
whilst allowing consumers to choose what they do not wish to see”. 0] Once perfected, this
technology could help eliminate the recezpt of such information, but does little to stop the creation and
dissemination, to a willing recipient, of child pornography unless there is universal cooperation on the
part of ISPs. Current rating systems are highly subjective, and therefore do not reflect an
internationally recognized standard. Filtering systems in their present state have many weaknesses.
The often-cited example is the fact that, by filtering out keywords, useful information pertaining to sex
education or health is blocked. Moreover, offenders have found easy ways to circumvent this
technology by deliberately misspelling terms.[2] Although these methods do little to eliminate child
pornography from the Internet, and therefore do little to protect children as subjects of exploitation,
they are useful insofar as they provide a degree of protection from viewing harmful material.

c. Walled gardens

One of the most effective methods of preventing people from accessing harmful material on-line is
found in “walled gardens”. Walled gardens are collections of Websites that have been pre-screened
and pre-approved as being safe for children. Quite opposite to the practice of filtering, which grants
access to all material unless stopped through keywords, walled gardens ban entry of any material that
has not specifically been endorsed by trained professionals. There are a number of advantages of
a framework such as walled gardens, including the security that the screening has been done by “real
life” individuals rather than a software package, and that they are extremely safe.

There have also been concerns raised about walled gardens. The “portals” require high maintenance
as Websites and their addresses change frequently. Further, the sites that are approved will reflect the
philosophies and priorities of the individuals screening the material. The risk of sites being slanted
based upon a political or religious disposition exists. This danger is clearly exemplified in the
approach by the Singapore government to all Internet material. In measures that drastically
undermine on-line freedom of expression, Singapore prevents access to any information that may
“andermine public morals, political stability, religious harmony” %4 Highly subjective, these terms
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could very easily bar material that effectively prevents CSEC. For example, education on sex and
sexuality has been widely acknowledged to empower youth to prevent their exploitation but it is
possible that such information would be caught as “undermining public morals”.  (For more
information on the use of walled gardens to protect children from CSEC please see the theme paper
by John Carr.)

d. Internet Service Providers

Throughout the various meetings on the subject, it has been suggested that ISPs should be liable for
the content made available through their servers. The vast amounts of material passing through their
networks render it difficult if not impossible to monitor. Moreover, many countries have minimum
mens rea (1.e., legal knowledge) requirements for such liability, and as such their actions would be
ineffective if not unconstitutional. A recent case from Germany examines the potential liability of
service providers. The local court of Munich held the managing director of an ISP liable for failing to
adequately block pedophilia newsgroups. This decision was overturned in 1999 at the appellate level,
as it was held that there was no technology at the time that could have even allowed for an effective
blockI%S] A more recent Canadian case, however, held operators of an electronic bulletin board
containing child pornography to be legally responsible for the material. The latter case indicates that
there may be new minimum obligations to at least inquire as to the content of material [%] Another
case from Germany makes an attempt to extend liability for Internet content beyond its own borders.
The Federal Court of Justice recently indicated that German law applies to material that foreigners
“put on a foreign server that is accessible to Internet users in Germany”. This decision could have a
chilling effect for those attempting to post material considered to represent CSEC on servers outside
domestic jurisdiction.

Research is currently being undertaken to verify the extent to which ISPs can be expected to
participate in the elimination of child pornography from the Internet. It has been widely
acknowledged that ISPs are well positioned to assist the fight because offenders need ISPs to access
the Internet, and law enforcement officials need ISPs to trace offenders %] One possible compromise
noted in the literature is to require ISPs to record and verify client data ensuring names provided are
not false. This is offered as a more realistic alternative to requiring the onerous task of monitoring all
information that flows through the ISPs’ servers. The ISPs could also be required to keep records of
information that have passed through their servers for an agreed-upon minimum amount of time.
Further, they could be required to select which Usenet groups to mount, rejecting those who explicitly
indicate that the contents may include pornography.[%] The Australian Internet Association has
recently established a code of conduct to begin laying a framework for such ethical practices. 1]

Encryption software provides a further challenge to law enforcement agencies attempting to
investigate and prosecute child sex offenders. A recent multinational investigation concerning the
world’s largest Internet ring illustrates the difficulties of such encryption programs. Upon the
discovery and arrest of various members of the “Wonderland Club”, a ring collaborating in the
fabrication and possession of nearly one million pornographic representations of children, authorities
were unable to crack all the encryption codes to reveal evidence of the crimes.l] The Soviet KGB
allegedly developed the encryption programs that were used by members of the Wonderland Club.
Investigators with the British National Crime Squad, US Customs and Interpol, working together,
were unable to decode the software used both for Internet transmission and hard drive copies and was
unable to secure all the evidence required to bring the case to trial [12]

e. Future of the Internet revolution

Although the Internet is rapidly expanding, the private sector can play an essential role in helping to
maintain the “integrity of the medium”. ISPs could require identification in order to subscribe, or the
ISPs could then retain information about the subscriber’s account. (This may, however, require
amendment of current privacy laws13] Content rating and filtering systems must become more
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highly developed and reliable so as to offer a greater degree of reliability.[I2As outlined above, codes
of conduct have their drawbacks but can nevertheless serve to offer guidance as to practices most
appropriate in preventing the Internet from playing a predominant role in CSEC. As stated in the
conclusions of the Vienna Conference on Combating Child Pornography on the Internet:

Child pornography on the Internet is a growing problem, and as more of the world comes
online, it will continue to grow. It does not know or respect borders. The fight against it is
facing particular technical and legal challenges, including fast technical innovations and
changing patterns e.g. concerning places of origin and forms of exchange. The fight against
this abuse cannot be done alone but only through strong international cooperation, among
governments, particularly law enforcement agencies, but equally between States and the
Internet industry, hotlines and non-governmental organizations. Therefore, one of the main
outcomes of this conference is the forging of a strong international partnership among all
different stakeholders in the fight against child pornography on the InternetT]

Encryption is an important and necessary Internet tool in a time of rapid and frequent transmission
of information that must be secured. For example, details about criminal investigations, bank data and
business transactions need to be under a shield of high-level security. Furthermore, without
appropriate encryption tools, there is risk of “information theft” whereby work is appropriated by
parties who would stand to gain from that information. However, encryption also poses a high
burden where it impedes law enforcement and evidence gathering. A possible solution to challenges
posed by encryption may be found in the model of “key-escrowed encryption”. This requires sellers
of encryption to provide keys to the codes to trusted third parties (i.e., the police). Computer
industries have strongly resisted this initiative, claiming that it would put them at a competitive
disadvantage when compared to encryption-providers in other countries.I8] As a result, the US
Government recently decided to fund a new code-breaking unit rather than attempt to enforce
distribution of the keys to those codes 17 Additional limitations to code distribution may be found in
nations’ individual constitutional constraints. To furnish authorities with access to private material
could violate any number of privacy protections. Itis necessary, however, that the trend of protecting
corporate interests and privacy interests of known abusers be reversed. Key-escrowed encryption
appears to offer the most effective solution to enforcement of laws preventing CSEC.

4. Lessons Learned

A number of trends can be noted from the private sector’s responses to CSEC. Other initiatives have
yet to come to fruition or have not been fully explored.

a. Codes of Conduct

Codes of conduct have emerged as a preferred means by which private industries can help protect
children from exploitation. Under such a scheme, private sector businesses follow guiding principles
designed to indicate corporate expectations in eliminating exploitation. There are many potential
benefits to such instruments. Codes of conduct can build protective frameworks from the ground up.
They can be used to identify holes in legislation, filling them with private obligations. They can help
educate relevant parties of underlying issues of CSEC, detrimental impacts of their actions and their
potential to participate in the elimination of CSEC. As noted above, there are many ways in which
codes of conduct can be used by related private sector industries, for example, by tour operators, ISPs
and journalists. In fact, codes of conduct seem to be the most unifying objective among the various
private industries with a stake in the elimination of CSEC.

Although there are many potentially beneficial aspects to codes of conduct, weaknesses too must be
identified in order to be circumvented when protecting children from harm. Examples of these
obstacles and opportunities may be seen in a parallel objective, the use of internal codes of conduct
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(i.e., those drafted by the corporations themselves) in efforts to undermine child labour.

The first challenge with codes of conduct is they are invariably voluntary and non-binding. They are
“soft laws” which have no legislative force. Terms such as “might” or “should” permeate the
documents indicating that there is no positive obligation placed upon the industry to incite change.

A second obstacle is that codes of conduct are often under-inclusive and self-serving. It can be noted
from child labour studies that private sector industries resist adhering to externally drawn codes --
those promulgated by NGOs or other interest parties -- preferring to establish their own guidelines.
Because these codes are drafted by the implementing entity, they tend to be designed explicitly to serve
the interests of that entity. For example, early codes of conduct by apparel industries were widely
criticized for failing to include such provisions as the right to organize into trade unions, although they
were ostensibly based on domestic and international law 1]

A third challenge is that compliance with such codes is often internally monitored, preventing public
scrutiny of non-compliance. The sports giant Nike recently faced scrutiny about having its compliance
with a code of conduct inadequately monitored in the face of child labour accusations2 Although
the corporation advertises that the inspections have been independent, paid employees of Nike (who
may have a financial interest in not uncovering abuses) have been involved with the reporting
scheme 2] There is little commitment to the public that monitoring is being done, that monitors have
requisite training and sensitivity, or that violations will not be covered up. Furthermore, because the
corporation often pays the monitors directly, there is no assurance that they will try not to save money
by simply neglecting to monitor[22]

A further concern is that codes of conduct are often not widely distributed, particularly to employees.
A study by the US Department of Labor recently found that less than 50 per cent of multinational
corporations promulgating codes of conduct regarding labour standards could provide inspectors
with copies of the codes upon request. This supports the view that the codes are designed for the
benefit of the market audience rather than for individuals who are ostensibly to be protected by the

codes [24]

A fifth obstacle is that these codes are often not obeyed. A recent study found that 80 rcent of
factories claiming to abide by US codes of conduct were in clear violation of these codes 2]

Finally, and perhaps most detrimentally, there are criticisms that codes of conduct could serve as a
disincentive for countries to strengthen their own laws. For example, Southern NGOs have expressed
a fear about the deleterious effects of child labour codes promulgated by industries working in their
countries, explaining that such codes could serve to undermine the regulatory role of the state.126] The
NGOs are concerned that actions of the private sector, in adopting such codes, may be an attempt to
replace legislation, to privatize law enforcement and thus to evade standards2Z]l Furthermore, such
codes could allow industries to justify working in countries with repressive regimes.

Many of these identified weaknesses could be attributed to the fact that codes of conduct designed to
assist private industries in protecting children from harm are still in their infancy 28] Mindful of the
criticisms, and provided the codes are well drafted, implemented and adhered to, codes of conduct
could serve to offer exemplary support to the movement to eliminate CSEC. A compromise may be
to have other groups outside the business in question assist in drafting the language (i.e.,
multi-stakeholder codes).

One of the fundamental guarantees in the CRC is that youth should be able to participate in decisions
affecting their lives. Furthermore, youth are often in the best position to determine what initiatives
are needed and which programs would be helpful in undermining CSEC. Therefore, it is necessary
that young people be given a strong voice in any efforts to combat CSEC. A particularly important
area in which youth could participate is in the drafting of multi-stakeholder codes of conduct. Youth
are acutely aware of the degree to which their rights are violated, and are well situated to identify
creative and innovative strategies to prevent and remedy such violations.

Industry-specific multi-stakeholder codes, promulgated by governments, labour unions and NGOs,
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rather than individual private entities, tend to be very detailed, mirroring closely provisions from
international legal instruments. These codes deal with such issues as independent monitoring of
compliance and penalties imposed for non-compliance. Because they are intended to apply to all the
services working in particular industries, the codes aim to reduce the exploitation as a competitive
measure. Some of the more well known multi-stakeholder codes of conduct include The Ethical
Trading Initiative from the United Kingdom, The Fair Trade Charter for Garments from the Netherlands,
Homeworkers’ Code of Practice from Australia, and The International Federation of Football Associations22]
Multi-stakeholder codes reflect international consensus on the need for tighter regulation, and offer
comprehensive industry-specific proposals as to how this might be achieved. However, because these
codes are voluntary, they require the participation of the private sector in order to be successful.

Consumers in the twenty-first century have begun to call for, and to insist upon, greater accountability
of private industries in eliminating human rights abuses from their businesses. The Special
Rapporteur on the sale of children, child prostitution and child pornography in a recent report alluded
to increased responsiveness amongst the business community regarding the profitability of social
responsibilityBUThis accountability is increasingly held to be one of positive duty. More than simply
eliminating questionable practices from businesses, the sector is now expected to take remedial
responsibility for the harm their actions have inflicted upon others. Consumer campaigns are
increasingly widespread, as university students, workers, NGOs, union representatives and
governments speak out against violations. For example, studies have shown that consumers are
willing to not only boycott services whose reputations are tainted by allegations of child abuse, but also
to pay more for services that were not provided through questionable practices. For example, a
recent study found that 78 per cent of US consumers would avoid retailers known to carry products
made in exploitative circumstances.[22]

Codes of conduct, to be credible and to reflect international ideas about desirable working conditions,
must be closely modeled upon international legal documents. Additionally, the codes should be
drafted and implemented so as not to detract from other rights enumerated in these instruments. In
cases of child labour, for example, the best interest of the child is considered when undertaking to end
such economic exploitation. Multi-stakeholder codes are preferable to independent ones, because
they establish standards for specific businesses and consider issues relevant to particular occupations.
Inspectors who are completely independent from the industries in question must monitor
compliance with standards. They should have experience and expertise in children’s rights issues, and
must speak the language of the employees. However, just as it has been accepted that bad practices
are bad for business, good practices can enhance business. There appears, even, to be a market for
businesses that promote themselves as protectors and promoters of rights.33] There is a growing
insistence that the private sector has a moral duty to promote, rather than just respect rights 34 Once
codes of conduct are uniform, are externally monitored, and recognize remedial responsibility of
violators of human rights, then private entities can play an admirable role in the elimination of CSEC.

b. International cooperation

Clearly, the most effective way that the private sector could play a dominant role in the elimination of
commercial sexual exploitation is through international cooperation. All of the sub-sectors outlined
above -- travel and tourism, media, and those related to new technologies -- are inherently
international in nature. Even where private sector industries are localized, important lessons may be
learned from the successes and failures experienced by similar industries elsewhere. Cooperation
must be two-tiered, that is, between related private sector industries in an international forum, and
between the private sector and such organizations working to establish and advocate international
standards. International events, such as the first World Congress, and industry-specific conferences,
such as the WTO General Assembly, Press Wise meetings, and Combating Child Pornography on the
Internet, have helped to lay the groundwork for the necessary and preferable steps to be taken by
those working in the private sector. CSEC is a problem of international dimensions. It has been
facilitated and exacerbated by rapid travel and growing disparity between developed and developing
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countries and increased globalization, combined with inaccurate or insensitive portrayal of CSEC by
the media, and instantaneous transmission of information and facilitation of networks as offered by
new technologies.

The many levels in which private sector industries are implicated in CSEC indicate that businesses and
corporations must play a leadership role in working towards its elimination. This onerous burden
requires international cooperation among all private sector industries. The initial steps have been
taken, but there is still much work to be done. International cooperation must also take place at a
number of other levels, with the private sector being just one constituent component. UNICEF has
recently asserted the view that multinational cooperation is the on/y way that children can effectively
be protected:

The leadership called for in the next millennium extends beyond traditional sectors and
governmental structures, to engage all those who share a concern for human progress —
people’s movements, community-based organizations, youth movements, women’s groups,
professional networks, artists and intellectuals, the mass media. It is a global leadership that
will work bottom-up as well as top-down, involving Heads of State, leaders in the political,
business, academic and religious communities [33]

The private sector successes in helping combat CSEC have occurred because of cooperation on many
levels. International alliances have led to the success of the ECPAT International network, the
success of transborder law enforcement initiatives, and the success of labeling and codes of conduct
campaigns. Many groups interested in promoting the protection of children now recognize the
protective opportunities offered by trans-sector alliances. This has notably been exemplified in the
success of civil society-tourism industry cooperation. Because CSEC crosses sectors as well as
borders, and because initiatives can only benefit from the cooperation of a large number of sectors,
such liaisons must be supported and enhanced. There is a great deal of room for further partnerships
between and among private sector industries and civil society. For example, the Internet industry (i.e.,
ISPs, software manufacturers, etc.) could more closely liaise with law enforcement. Media industries
could actively consult police authorities to ascertain recommended “best practices” in the protection
of children. Tourism industries could strengthen their alliances with civil society. As prospects are
limitless, further research into effective alliances must be conducted.

6. Conclusion

The private sector has been implicated in the commercial sexual exploitation of children. This study
has attempted to highlight which private sector sub-sectors are involved in the crime and which
industries are helping to combat or, in some cases, contribute to CSEC. The focus has been on travel
and tourism, the media and the emerging field of new technologies. Reference was also made to
businesses that have not yet immersed themselves in this work, but have the potential to assist in its
prevention. Although each group has, at minimum, acknowledged their role in CSEC activities,
everyone involved can no doubt do more to create, promote and implement projects that would
turther advance the fight to end this fundamental human rights violation.

a. Special Rapporteur’s report

Ms. Ofelia Calcetas-Santos, former Special Rapporteur on the sale of children, child prostitution and
child pornography, recently cleted a report on the role of the private sector as it pertains to her
mandate of combating CSEC.EE% Following an extensive review of the various forms of private sector
involvement and after conducting an in-depth analysis of the potential of the sector for amelioration,
the Special Rapporteur highlighted several important points.

Drawing on information provided by various NGOs and reflecting upon international legal
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obligations, the Special Rapporteur concluded that there has been a great deal of complicity, on the
part of private sector industries, in serious human rights violations including CSEC. She suggests,
however, that the private sector industries can reduce this support in ways that are not incompatible
with their profit-driven motivations. Moreover, she identifies various international legal obligations
mandating both positive engagement and prevention of abuse in nations of operations. A number of
pressing areas are identified for demonstrating both irresponsible corporate practices as well as
watersheds for positive initiatives. Such groups include the child labour movement; the media;
transport and tourism; and business and the community. Fach of these sectors is recognized as having
participated in harmful activities, such as factories requiring children to work in hazardous conditions
or exploitative representations of CSEC. However, positive initiatives taken by these actors include
the formation of alliances, public education campaigns, corporate sensitization, preventative
initiatives and vocational training.

A number of particularly effective initiatives are identified in the Special Rapporteur’s report.
Examples includes, inter alia:

« Companies providing on-site day care facilities so that working mothers can have their children
close at hand;

« Local programming with the main goal being to benefit children, for example by providing lights
around parks in which children can play safely in the evenings;

« Providing scholarships or apprenticeship programmes for out-of-school children;
« Raising awareness amongst business partners that being socially responsible is good for business;

«  Where employees are sent on business trips, companies taking steps to deter activities which may
involve sexual exploitation of children; and

« Ensuring that employed children (any individual under the age of 18) are not at risk of sexual
exploitation by their supervisors.

Such initiatives enable private sector industries to contribute to the elimination of CSEC in ways
compatible with both ethical considerations and profit motivations.

b. Back to the Agenda for Action

At the first World Congress on the Commercial Sexual Exploitation of Children in Stockholm,
Sweden, representatives of 122 nations adopted the Stockholm Declaration and Agenda for Action
against the Commercial Sexual Exploitation of Children. This Declaration reflected a promise, to the
world’s children, to take active measures to eliminate CSEC. In the years following this commitment,
a number of advancements have been made. These are documented in the Fourth Report on the
Implementation of the Agenda for Action adopted at the World Congress against Commercial Sexual Exploitation of
Children 28] To date, 124 states have formally recognized the Declaration. In addition to highlighting
international legal developments aimed at strengthening protections from CSEC, the Fourth Report
compiles regional and national developments and challenges on the following categories: National
plans; prevention; protection and recovery; and rehabilitation and reintegration. The results of this
report suggest that political, social and economic factors have hampered protective initiatives in a
number of nations. Inadequacies in law enforcement, both internationally and internally, are
identified as one of the greatest barriers to the elimination of CSEC. A second major barrier is the lack
of viable alternatives for sustenance. Finally, inadequacies in services for recovery, rehabilitation and
reintegration make it extremely difficult to permanently eschew CSEC.

In spite of these challenges, the most significant advancement in the elimination of CSEC has already
been made. International awareness about the extent of the problem of CSEC, and an understanding
of underlying causes of abuse, have grown radically. While this raises concerns that CSEC has been
driven underground and thus more difficult to identify and counteract, it also means that preventative
measures can develop and proliferate. This has begun to come to fruition, as several countries have
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developed national plans and strengthened legislation to punish CSEC.
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